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Abstract

Visualization of IP-based traffic dynamics on networks is
a challenging task due to large data volume and the com-
plex, temporal relationships between hosts. We present the
architecture of VisFlowConnect-IP, a powerful new tool to
visualize IP network traffic flow dynamics for security situ-
ational awareness. VisFlowConnect-IP allows an operator
to visually assess the connectivity of large and complex net-
works on a single screen. It provides an overall view of the
entire network and filter/drill-down features that allow op-
erators to request more detailed information. Preliminary
reports from several organizations using this tool report in-
creased responsiveness to security events as well as new in-
sights into understanding the security dynamics of their net-
works.

In this paper we focus specifically on the design deci-
sions made during the VisFlowConnect development pro-
cess so that others may learn from our experience. The
current VisFlowConnect architecture—the result of these
design decisions—is extensible to processing other high-
volume multi-dimensional data streams where link connec-
tivity/activity is a focus of study. We report experimental
results quantifying the scalability of the underlying algo-
rithms for representing link analysis given continuous high-
volume traffic flows as input.
Keywords: NetFlow, security situational aware-

ness, link analysis, security visualization

1. Introduction

Without a doubt, there has been tremendous growth
of network applications and services since the mid-1990s.
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Repercussions of this growth are multifaceted. First, there
are new and extremely complex interactions among these
many applications and services that are not yet fully un-
derstood. Secondly, society has come to rely on these ser-
vices for everyday tasks (e.g. financial transactions, mon-
itoring the news, communicating with colleagues, etc.).
These complex interactions and the newly understood re-
liance on the services provided have brought network secu-
rity into the lime light.

Computer and network security measures fall into three
categories: prevention, detection, and reaction. Preventative
measures often come in the form of policies (e.g. disable
any unnecessary services) and user education on new pro-
tocols and best practices. The prototypical example of a de-
tection mechanism is the Intrusion Detection System (IDS)
[2, 10, 12, 17, 26]. While IDSs are no longer believed to be
a panacea, they remain a vital part of the larger set of se-
curity mechanisms at a large organization. Reactive activi-
ties include, investigating breaches, closing off entry points
discovered (this could be through patching, updating fire-
wall rules or closing off services), and pursuing attackers
through legal channels. More recently, IDSs are being re-
placed by Intrusion Prevention Systems (IPS). However,
IPSs are not really a preventative measure. Instead, they are
a detection and reaction mechanism in one. An IPS will first
detect an attack, and then it will act by either dynamically
changing a firewall rule, dropping a connection, isolating
an attacker, alerting a security administrator or performing
some other predefined reaction. Consequently, detection is
still a vital part of any security system and has not been re-
placed by solely preventative measures.

Unfortunately, no detection system is completely effec-
tive. IDS/IPS technologies are still plagued by false posi-
tives and false negatives. Humans are still in the loop and
must sort through alerts manually. While there is research
on creating completely autonomic security systems that re-
quire little or no human intervention, we are nowhere close
to realizing that goal. Since humans must be used in secu-
rity, it is wise to focus the work of humans on activities at



which they excel more than computers. One thing we know
from the cognitive sciences is that visualization is an impor-
tant component in human learning. The human brain excels
at visual pattern recognition. In fact, it has been shown in
studies that visualization enhances comprehension for net-
work situational awareness [15]. Consequently, the use of
visualization can reduce reaction time to security incidents.

It is challenging to visualize all the information relevant
to network and security administrators. At the NCSA we
generate Gigabytes of log data each day. Processing such
vast amounts of data on machines with limited storage and
computational resources is a daunting task. We must be able
to provide near real-time analysis, yet at the the same time
be able to process information over the span of months for
forensic investigations. Often we find these two goals to be
contradictory. To deal with the storage and processing limi-
tations, special data structures must often be created. Anal-
ysis is also complicated since not only must we show what
is happening on each host, but we must visualize the rela-
tionships and interactions between all the hosts.

This paper describes the design and implementation of
VisFlowConnect-IP, a tool for visualizing IP network traf-
fic flows with a focus on the real-time connectivity between
different IP hosts. VisFlowConnect-IP has the following
distinct features that make it appropriate for providing situ-
ational awareness on IP-based networks.

• VisFlowConnect-IP allows users to visualize network
traffic both between an internal network and the Inter-
net as well traffic strictly within an internal network.
This visualization is focused on recognizing connec-
tions and flows between hosts.

• VisFlowConnect-IP can process large network logs
and high-speed stream data while consuming a con-
stant amount of system memory. This enables it to run
continuously for long periods of time.

• VisFlowConnect-IP can process network log records in
real-time or show dynamic changes over time with an-
imation.

• VisFlowConnect-IP provides an overview of network
traffic flows, but it can also present details of specific
flows upon demand.

• VisFlowConnect-IP has several filtering capabilities
(e.g. filtering on protocols, ports, or flow sizes). This
allows the user to focus on traffic flows of interest that
otherwise might be obscured by noise.

VisFlowConnect-IP is based upon the general network
visualization tool we developed called VisFlowConnect [28,
29]. While VisFlowConnect is focused on monitoring and
analyzing IP networks (its design decisions optimized for
this functionality), the VisFlowConnect framework can be

easily adapted for more general purposes such as monitor-
ing storage systems, clusters and interprocess communica-
tions.

The remainder of this paper is organized as fol-
lows. Section 2 summarizes related work. We present the
VisFlowConnect-IP system architecture in Section 3. Sec-
tion 4 describes its visualization capabilities and user
interface. Section 5 presents experimental results highlight-
ing scalability and visualization for security. We end with a
summary and conclusions in Section 7.

2. Related Work

The vast amount of pertinent data available to a network
administrator cannot be over-viewed effectively on a sin-
gle screen of text. Because of the limited density of in-
formation relayed through text, visualization techniques to
present computer network data sets to humans have been a
growing area of research. It is well-known that seeing en-
ables humans to glean knowledge and deeper insight from
data—sight is the major sense in brain development. Inter-
preting images is perceptually a parallel operation in con-
trast to textual perusal which is an inherently serial process.
Large information transfer per image reduces the amount of
mental context switching and facilitates more efficient com-
munications. Considerably more information can be pre-
sented via a static image (estimated to be about 150 Mbytes
of information per computer screen) than a comparable vol-
ume of static text (estimated to be about 100 Kbytes per
computer screen).

Thus visualization is a more intuitive and faster way for
humans to understand large and multidimensional data sets.
Our approach seeks to integrate innate human exploration
abilities with the processing power of state-of-the-art com-
puters to form a powerful knowledge discovery environ-
ment that capitalizes on the best of both tools.

2.1. Intrusion Detection Systems

Despite recent discussion that IDSs as an isolated pro-
tection device are obsolete, they remain an important com-
ponent of a multi-level defense. Accordingly, there have
been many research and commercial efforts attempting to
improve IDSs. Currently there are two main approaches to
intrusion detection: misuse detection and anomaly detec-
tion. Misuse detection finds intrusions by directly match-
ing known attack patterns. The major drawback of this
rule-based approach is that it is only effective at finding
known attacks with predefined signatures [10, 12, 21, 17].
In anomaly detection, the expected behavior of a system
is stored as profile. Any statistically significant deviations
from this profile are reported as possible attacks, but these
alarms may also be legitimate but atypical system activity.



For this reason and because attack traces are relatively rare
within large volumes of data (the base rate fallacy), current
anomaly detection IDSs suffer from unacceptable false pos-
itive alarm rates. However, anomaly detection does have the
capability to detect so-called “zero-day” attacks not recog-
nized by misuse detection tools [20, 18].

The novel approach we propose for computer net-
work security is radically different from current IDS binary
alarms from not-matching/matching specific traffic signa-
tures or typical/atypical system patterns. Rather, we visu-
ally present the context of all traffic flows on a network
to a human operator for evaluation. Of course some traf-
fic flows will always indicate a malicious security event
regardless of any context information, but a significant por-
tion of suspicious or undetermined events can be most ef-
fectively and efficiently assessed if visualized in an IP space
representation over time—network traffic flows may ei-
ther be legitimate or malicious depending on situational
context and this categorization is made easier with visual-
ization as we will show.

2.2. Visualizing Security

Previous work on visualizing networks has been moti-
vated by network management and analysis of bandwidth
characteristics [9, 14, 6, 7, 11], but little work has been
done on visualizing security. [16] presents a tool named
Network Vulnerability Tool (NVT) that visually depicts a
network topology and generates a vulnerability database.

In [22] the authors present a visualization of network
routing information that can be used to detect inter-domain
routing attacks and routing misconfigurations. In [24, 23]
they explore further in this field and propose different ways
for visualizing routing data in order to detect intrusions.
An approach for comprehensively visualizing computer net-
work security is presented in [15], where Erbacher et al. vi-
sualize the the overall behavioral characteristics of users for
intrusion detection. Erbacher et al. represent the substantial
characteristics of user behavior with a visual attribute map-
ping capable of identifying intrusions that otherwise would
be obscured. However, the host representation employed in
[15] is not scalable in terms of the number of hosts and
traffic volume, generating overlapping images that are too
dense to visually process.

Linkages among different hosts and events in a computer
network contain important information for traffic analysis
and intrusion detection. Approaches for link analysis are
proposed in [4, 8, 25]. [4] and [25] focus on visualizing
linkages in a network, and [8] focuses on detecting attacks
based on fingerprints. Link analysis can illustrate interac-
tions of different hosts either inside or outside a network
system, thus provide abundant information for detecting in-
trusions.

Another closely related work is [3] that also focuses on
log visualization using parallel axes. However, in [3] the
visualized log data is from a single machine (web server).
Since the plotted parameters resemble trellis plots for iden-
tifying trends in high dimensional data, the visualization
is not very intuitive to a human viewer. In contrast, (1)
VisFlowConnect-IP is able to view all traffic in a large
network (Class B address space) in real-time, thus solv-
ing a key problem of scalability acknowledged as a limi-
tation within [3], and (2) the parallel axes visualization of
VisFlowConnect-IP is more intuitive and allows an opera-
tor to interact with the data and make immediate inferences
about events of possible security significance. A unique fea-
ture found in [3] but not in VisFlowConnect-IP is the ag-
gregation of multiple parallel axes plots into a small mul-
tiple view for visual comparison between different plots to
quickly identify similarities and differences. This is similar
to the small multiple view of NVisionIP [19], which serves
the same purpose of visual comparison.

2.3. NVisionIP

In [30] and [19] the authors present NVisionIP, a se-
curity visualization tool that shows network traffic flows
from a host-centric view. The visualization approach be-
hind NVisionIP is to present an overview first, zoom and
filter capabilities next, and then details on demand. In the
overview/galaxy view, NVisionIP represents an entire class
B IP address space 64,000 hosts on one screen with at-
tributes highlighted such as traffic volume, number of con-
nections, and port or protocol activity—color and shape rep-
resentations can be chosen by users on demand. Drill-down
views to a subnet small-multiple view and an individual ma-
chine view allow operators to make analytical observations
of flow activity. Currently, NVisionIP is in the final stages
of development and testing with security engineers.

The military term “situational awareness” refers to a
commander knowing where his troops are, their readiness
and capabilities [5], and most importantly intelligence on
the location of enemy troops, their readiness and capabili-
ties. For information assurance on large and complex net-
works there is a “fog of war” similar to a battlefield in that
there is too much data but not enough situational aware-
ness about what is actually happening and its ramifications
for security. Both NVisionIP and now VisFlowConnect are
prototype tools designed to bridge this uncertainty gap by
providing information humans can use for network secu-
rity decision-making in real-time. VisFlowConnect comple-
ments NVisionIP by showing flow connectivity to discover
patterns and otherwise obscured relationships. The ultimate
goal is to couple the host-centric view of NVisionIP with
the network-centric view of VisFlowConnect for compre-
hensive situational awareness.



3. System Architecture

The general system architecture of VisFlowConnect-IP
is shown in Figure 1. VisFlowConnect-IP has three main
components: (1) An agent that reads in NetFlow records.
(2) A NetFlow analyzer that analyzers the raw data and
stores important statistics. (3) A visualizer that converts the
statistics into animations. In this section we describe, in de-
tail, the design and implementation of each component of
VisFlowConnect-IP.
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Figure 1. General System Architecture of
VisFlowConnect-IP

3.1. NetFlow Source Data

The source data used by VisFlowConnect-IP is derived
from Cisco NetFlow data. Other router vendors followed
Cisco in implementing this functionality, but NetFlows are
now available independent of router access via open source
PC software.1 For this NetFlow application, a distinct flow
is defined as either a unidirectional TCP connection (where
a sequence of packets take the same path) or individual UDP
packets separated beyond a short time threshold (UDP pack-
ets closer than the threshold are considered as one flow if
they have the same IP address/port number associations).

The input to VisFlowConnect-IP is a stream of NetFlow
records either from a log file or a streaming socket. A Net-
Flow agent is used to retrieve the NetFlow records and feed
them into VisFlowConnect-IP. Each record contains the fol-
lowing information: (1) the IP addresses and ports of the
source and destination, (2) the number of bytes and pack-
ets, (3) start and end times, and (4) the protocol type.

3.2. NetFlow Agent

The NetFlow agent is responsible for reading in Net-
Flow records and sending them in chronological order to

1 ARGUS open source software for generating NetFlows
<http://www.qosient.com/argus/>

VisFlowConnect-IP. This is reflected by the agent’s two ma-
jor subcomponents: (1) the record filter, and (2) the sorter.

The agent has filtering capabilities based on different
properties of the records. It can filter based on the IP ad-
dresses, protocols, ports, and flow sizes. Only records hav-
ing the selected properties are kept, and all others are dis-
carded. Default filtering includes all ports, protocols, flow
sizes, and IP addresses.

A troublesome problem in the NetFlow data is that the
records are not strictly sorted by chronological order. The
records are somewhat sorted by their end time in the macro
sense, which means that if the end time of record 1 is much
earlier than record 2, record 1 will appear before record
2. However, they are not sorted in the micro sense, which
means that if the end time of two records are close to each
other, either one may appear first. In order to visualize net-
work traffic with time, VisFlowConnect-IP has to retrieve
NetFlow records in chronological order. Thus the agent
must be able to reorder the records according to their time
stamps.

To handle this temporal disorder problem, a buffer is
used in the agent to hold records of the most recent period
(e.g. ten minutes). All records in this buffer are sorted by
end time. When a new record comes, it is inserted into the
appropriate position in the buffer. If this record is too old, it
is considered to be out of date and is ignored. When the sys-
tem requests the next record from the agent, the oldest one
is sent out. The working procedure of the buffer is shown in
Figure 2.

Send to system

New record

Figure 2. Record Buffer of NetFlow Agent

3.3. Internal Data Storage of VisFlowConnect-IP

The input to the NetFlow analyzer is raw NetFlow
records. In order to visualize the network connectiv-
ity by animation with respect to time, the following infor-
mation is needed.

• Requirement 1: the traffic volume between each do-
main outside our network (or each host in a certain do-
main) and each host inside our network.

• Requirement 2: the traffic volume between each pair of
hosts in our network.



• Requirement 3: if traffic of a certain port is being mon-
itored, we need the above information for traffic to that
port.

VisFlowConnect-IP uses a traffic statistics repository,
which contains traffic information for both traffic inside our
local network, and traffic between hosts outside our net-
work and those inside. For traffic between outside and in-
side hosts, the repository maintains traffic statistics of every
outside domain, which contains its total traffic volume to
and from each host in our network. For traffic inside our lo-
cal network, the repository maintains traffic statistics of ev-
ery sender, which contains its total traffic volume to every
receiver.

To enable efficient visualization, we have the following
requirements for data storage.

• Requirement 1: all information about a certain host (or
domain) can be found efficiently, because such infor-
mation needs to be repeatedly drawn on the screen.

• Requirement 2: the hosts (or domains) should be sorted
by their IP addresses because they will be drawn by
lexicographical order of IP addresses.

• Requirement 3: when a new record comes into the sys-
tem, the stored information can be updated efficiently
in nearly constant time.

Host statistics

Repository

... ...
Domain1 Domain2 Domaink

Figure 3. Data structure of traffic statistics
repository

To meet the above requirements, we use the data struc-
ture shown in Figure 3 for the traffic repository. All domains
(or hosts) are stored in a search tree, which sorts all data
nodes according to their IP addresses to enable fast look up.
Each leaf node of the tree stores the traffic statistics involv-
ing a certain domain, including the volumes of traffic from

this domain (or host) to every host in our network or those in
reverse directions. This information is stored in a hash-table
which enables fast look up. When visualizing traffic, the
information about each domain (or host) can be either re-
trieved in blocks of IP addresses or individually by a speci-
fied address. The statistics of each domain (or host) can also
be retrieved efficiently.

Another traffic statistics repository with a similar data
structure is used for traffic inside our network. The only dif-
ference is that domains are replaced by senders of traffic.

When a new record comes into the system, the node for
the domain (or host) can be found efficiently via the search
tree, and the relevant statistics are updated. In this node,
the entry for a particular host can also be found efficiently
by use of the hash-table, and relevant statistics are also up-
dated. Likewise, when an old record leaves the time win-
dow, the relevant information is updated in the same way.

The network administrator may often be interested in
traffic of a particular type. Therefore, besides monitoring
the overall traffic, VisFlowConnect-IP is also capable of
monitoring traffic on specific ports. When the user spec-
ify a port to be monitored, VisFlowConnect-IP will create a
new traffic statistics repository for traffic on that port. How-
ever, since there is much less traffic on only a single port,
the repository for just that port is usually much smaller than
that of all traffic. An example data structure is shown in Fig-
ure 4.

Port 3

Repository

... ...
Domain1 Domain2 Domaink

Repository

... ...
Domain1 Domain2 Domaink

Repository

... ...
Domain1 Domain2 Domaink

Repository

... ...
Domain1 Domain2 Domaink

Port 1

Port 2

Figure 4. Data structure of traffic statistics
repository of three ports

3.4. Sliding Time Window

Usually the user is only interested in monitoring recent
traffic instead of cumulative traffic. Consequently, a Time
Window is used in VisFlowConnect-IP, which is set by the
user. For example, if the time window is ten minutes, then
only traffic during the last ten minutes is present in the



repository. In this way, the user can easily see the changes
in the traffic between different pair of hosts (or domains).
An illustration of the time window is shown in Figure 5.

Time Window

Figure 5. Time Window

VisFlowConnect-IP uses a buffer of NetFlow records for
each time window. This buffer is a queue that contains all
records in the time window. When a new record comes in,
it is put to the end of the buffer. At the same time, the head
of the buffer is checked and all old records not within the
time window are removed from the buffer. The buffer is also
checked periodically regardless of whether new records ar-
rive. When a record comes into the buffer or is removed
from the buffer, the corresponding traffic statistics are up-
dated in the repository. With the use of a sliding time win-
dow, information about traffic will not accumulate inside
VisFlowConnect-IP. This enables the user to see latest in-
formation and VisFlowConnect-IP to run continuously for
long periods of time.

3.5. Creating Animation

The traffic statistics in the repository are converted into
animations by the visualizer. The information in repository
is updated in real-time. The visualizer creates a new image
after each time interval (e.g. 0.5 seconds) or after reading
a certain number of NetFlow records. In this way the user
will see animation that reflects current traffic status.

Sample images created by the visualizer are shown in
Figure 8 and Figure 9. To create an image according to traf-
fic statistics in the repository, the visualizer goes through
all hosts/domains in the repository and draws a line be-
tween host-pairs (or external-domain↔internal-host pairs)
based on traffic flows and their intensities. Because of the
limited resolution of the monitor, at most several hundred
of hosts/domains can be distinguished, together with traf-
fic between them. This is for typical NCSA traffic volumes,
but it may be a constraint for another network. However, fil-
tering may be used to adjust the amount of data visualized
during periods of overload.

Because of the limited resolution of computer monitors,
VisFlowConnect-IP can usually display a few hundred of
domains or hosts on a vertical axis. If they are allocated
at fixed positions that are computed from their IPs, there
are usually many domains (or hosts) allocated to a very
small region, making it very hard for human to distinguish

them. For example, suppose the domain being monitored
in 10.9.x.x, which contains 65536 IPs. If all these 65536
IPs are distributed uniformly, with each IP at a fiexed po-
sition, then it is quite likely that there are many servers in
the range from 10.9.1.1 to 10.9.1.255, which are put into
such a small region that no one can distinguish them. On
the other hand, if domains or hosts are randomly allocated,
then a certain domain (or host) will appear in randomly po-
sitions from time to time, as new domains (or hosts) keep
coming into the view and old ones going out of it. In that
case it will be impossible for human to track a certain do-
main (or host) and observe its long-term behavior.

Figure 6. Domains or Hosts can move up and
down along vertical axis

In VisFlowConnect-IP we use a simple but effective ap-
proach to allocate the domains or hosts on a vertical axis.
All domains (or hosts) are ordered by their IP addresses and
distributed uniformly on the axis. As animation goes on,
new domains (or hosts) may come into the view and old
ones go out. Domains (or hosts) may move up and down
along the vertical axis (as shown in Figure 6. But the posi-
tion of each domain (or host) remains fairly stable, and the
inter-connection of different domains (or hosts) remains sta-
ble. Figure 6 shows three frames, with five minutes time in-
terval between each two of them. It can be seen that the
highlighted domain moves down gradually, and it is very
easy to human to track it because its connections with other
domains (or hosts) remain stable.

3.6. System Analysis

3.6.1. Efficiency VisFlowConnect-IP can handle high-
speed stream data. When a NetFlow record is input into
the system, it is stored in the record buffer queue, and its



data is used to update the traffic statistics in the reposi-
tory. When a record gets old and is outside of the time win-
dow, it is removed from the record buffer queue, and
the traffic statistics are updated. Therefore, the time con-
sumed for processing each record is very small. To
visualize traffic statistics, the visualizer just creates im-
ages which contain the same information as the traf-
fic repository. The efficiency of this approach allows
VisFlowConnect-IP to execute responsively on all lap-
tops we have tested, without any report of problems to
date.

3.6.2. Scalability Because a sliding time window is used,
only NetFlow records within the time window is stored in
the repository, which makes VisFlowConnect-IP capable of
handling stream data for long periods of time. For larger
time windows, more records need to be stored in the reposi-
tory, and the memory consumption is greater. However, the
time required to process each record is still the same; thus
the processing speed is not affected.

VisFlowConnect-IP can only visualize a limited num-
ber of domains or hosts because of the limited resolu-
tion of computer monitors and limited resources for com-
putation and storage. An overload detector is added to
VisFlowConnect-IP, which filters out unimportant domains
(or hosts) when the system is overloaded. In details, when
VisFlowConnect-IP is unable to show all domains (or hosts)
on one axis, the domains (or hosts) with low total traffic vol-
umes will be filtered out by the overload detector, and only
those with high traffic volumes will be visualized.

4. Visualizing Network Flows

VisFlowConnect-IP provides an excellent framework for
visualizing network traffic, but it can be used for different
types of visualization as well. In this section, we describe
the visualization of the VisFlowConnect-IP environment.

In general, traffic flow visualization is most suited to
show specific security events, such as a host that has an un-
usually high traffic volume or drastic changes in traffic vol-
ume within a time window. To detect potentially suspicious
behaviors, a visualization system must have the following
features: (1) The traffic volume between each pair of hosts
is visualized and may be highlighted for more detailed in-
formation, (2) the traffic flows on all ports can be visualized
including queries for more detailed information on specific
ports, (3) the traffic flows on all protocols can be visualized
including queries for more detailed information on specific
protocols, and (4) the traffic flows are visualized dynami-
cally over time using animation to highlight changes in net-
work attributes.

Figure 7 is the VisFlowConnect-IP visual interface with
features labeled. Based on the visualization principles we

have enumerated, we use the Parallel Axes View as a ba-
sis for human-computer interaction. In more detail we see
that:

1. Three vertical parallel axes are used to indicate traf-
fic between external domains (on the Internet) and in-
ternal hosts within an organizational network (see Fig-
ure 8). Points on the left vertical axis represent external
domains that are sourcing flows inbound to the internal
network. Points on the right vertical axis represent ex-
ternal domains that are receiving flows outbound from
the internal network. The hosts on these two outer ver-
tical axes are placed symmetrically. Points on the mid-
dle vertical axis represents internal hosts. All points
are sorted according to their IP addresses, so that each
point will remain at a relatively stable position for user
to track.

2. Figure 9 shows traffic just between internal hosts
(source and destination are both internal hosts). The
points on the left axis represent the source of traf-
fic flows, and the points on the right axis represent the
destination of traffic flows. The user may switch be-
tween two views by clicking on the button “Show
Inside/Outside”.

Figure 8. Parallel Axes External View (Default
View)

3. The darkness of a line between two points is propor-
tional to the logarithm of traffic volume between the
hosts. The user may select any host by clicking on it,



control buttons highlighted ports clock

outside domains/hosts
(senders)

outside domains/hosts
(receivers)

inside hosts

switch external/internal

time window

time axis

Figure 7. VisFlowConnect-IP: Annotated Parallel Axes View

and all traffic involving that host will be highlighted in
pink.

4. Port activity can be visually highlighted by entering
up to three different port numbers. Traffic on specified
ports is shown in red, green, or blue (see Figure 8). The
user may also click on the check box to show only traf-
fic on a particular port.

5. Animation is used to visualize flow changes over time.
The clocks show the current time. Only flows within a
specified time window are shown (e.g. default 30 min-
utes from current time). A sliding rectangle along a
horizontal time axis is shown at the bottom of the view
to indicate the subset of flows being visualize. A user
can control the animation with the three buttons at the
top of the Parallel Axes View: (| <) rewind back to
start, (>) play forward a defined time unit (e.g. default
5 minutes), and (> |) play forward to the end of the
data set.

As shown in figure 10, we incorporate a drill-down Do-
main View within VisFlowConnect-IP so a user can visu-
alize traffic between hosts in a specific external network
domain to/from hosts in the internal network. The Domain
View shows all flows from individual hosts within the corre-
sponding external network domain to/from the internal net-
work. The Domain View also uses animation for visualiza-
tion and supports functions such as port specification.

During the initialization of VisFlowConnect-IP a user
may specifically configure VisFlowConnect-IP by specify-
ing parameters within a setting dialog box as shown in Fig-
ure 11. For example, a user may specify the protocol (TCP,
UDP, ICMP, other), the traffic threshold, and the period of
the time window. Default values are used if users does not
make a selection.

Figure 12 shows VisFlowConnect-IP’s ability to show
details-on-demand. A user may want a detailed inspection
of flows involving a particular host. VisFlowConnect-IP
provides a function that shows a cumulative summary of
flow data between a particular host (either external or inter-
nal) and all other hosts.

5. Experiments

Experiments were performed to show both the scala-
bility and the effectiveness of VisFlowConnect-IP. We ran
VisFlowConnect-IP on a RedHat 9.0 PC with 2.4GHz Pen-
tium 4 CPU and 1GB memory.

5.1. Scalability

To test the scalability of VisFlowConnect-IP, we tested it
with a NetFlow log file containing 1.8 million records (a 24
hour period for our network). We first tested time and space



Figure 9. Parallel Axes Internal View

scalability with respect to the number of records, as shown
in Figure 13. The time window is set to 60 minutes. Vari-
ance is not explicitly indicated in the Figure 12 since the
95% confidence intervals were tight to the values.

It can be seen that VisFlowConnect-IP scales linearly
with respect to the number of records, and consumes con-
stant memory. The memory consumption is small for the
first 300k records because the log file starts from midnight,
and there is less traffic in each time window during the early
morning.

Figure 14 shows the time and space scalability with re-
spect to the size of time window for VisFlowConnect-IP. It
can be seen that the memory consumption increases with
the time window size, while the running time decreases.
This happens because when time window is small, hosts
(or domains) keep entering and leaving the traffic statis-
tics repository—a time consuming operation. Variance is
not explicitly indicated in the Figure 13 since the 95% con-
fidence intervals were tight to the values.

VisFlowConnect-IP is capable of monitoring traffic upon
user specified ports. Because there is usually little traffic on
a single port, monitoring a specific a port does not increase
the cost significantly. Figure 15 shows the scalability with
respect to the number of specially monitored ports. Vari-
ance is not explicitly indicated in the Figure 13 since the
95% confidence intervals were tight to the values. The three
ports specified in tests were port 80 (HTTP), port 22 (SSH),
and port 21 (ftp).

Figure 10. Domain View (from within a Paral-
lel Axes View)

Figure 11. VisFlowConnect-IP Setting Dialog
Box

5.2. Visualization

Through the visual interface of VisFlowConnect-IP,
the network administrator can identify interesting traf-
fic patterns. Abnormal network events usually have pe-
culiar corresponding patterns that can be identified using
VisFlowConnect-IP.

5.2.1. Access Patterns of Clusters Clusters have differ-
ent NetFlow patterns than individual hosts—an emergent
property where the whole is more the sum of its parts. We
studied the traffic flows among hosts in two large Linux
clusters at the NCSA. Figure 16 shows cluster flows within
the Domain View. Even without colors to accentuate the



Figure 12. Host Flow Details on Demand
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Figure 13. Processing and Memory vs. Record
Volume
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Figure 14. Processing and Memory vs. Time Win-
dow Size
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Figure 15. Processing and Memory vs. Number of
Extra Ports

flows you can still discern a small number of external hosts
connected to a large number of internal hosts in a fan-out
pattern. Without situational context, such a pattern is likely
to be attributed to reconnaissance port scanning or IP map-
ping often used as a precursor to an attack. After verifying
the IP addresses, we confirmed that this was actually legiti-
mate traffic between external hosts and an NCSA cluster on
the internal network.

Figure 17 shows a different flow pattern between exter-
nal and internal hosts within a Domain View. We found that
that external domain contained a set of hosts with sequential
IP addresses communicating directly with an NCSA cluster.
These two sets of hosts have one-to-one communications
between the two clusters (cluster-to-cluster or Grid commu-
nications).

Thus VisFlowConnect-IP shows us that cluster traffic
flow patterns are quite different from the patterns of indi-
vidual hosts, and knowing the context of flows as part of
cluster communication can help distinguish legitimate from
malicious traffic. This is also very useful to cluster security
since they are vulnerable to class break attacks—one ma-
chine compromises an entire cluster.

5.2.2. Blaster Attacks The blaster virus was a very effec-
tive virus that infected many computers in our network as
well as around the world. Once infected, a computer will
send out packets to all other computers in certain domains,
and the traffic signatures to different destination are very
similar. These kind of patterns can be easily detected by
VisFlowConnect-IP. In Figure 18 one can see that there is
one domain who connects to almost every host in our net-
work, with nearly uniform traffic volume to every desti-
nation. This indicates that some computers in that domain
might be infected by blaster viruses.

In Figure 19 we focus our inquiry with the domain view.
Now the infected computers can be easily found. Further,
we find records involving those computers from the log file,
and notice that one feature of the blaster virus is that the in-



Figure 16. Parallel Axes View: Grid Patterns

fected machines send out an inordinate number of packets
92 bytes long. This feature can greatly help us in identify-
ing infected machines.

6. Conclusions

In this paper we have presented the design of
VisFlowConnect-IP, a powerful tool for visualizing
network traffic flows. It uses an efficient algorithm for stor-
ing dynamic statistics of network traffic, which makes
it highly scalable. By the usage of a sliding time win-
dow, VisFlowConnect-IP consumes constant memory and
is able to run continuously for long periods of time.

VisFlowConnect-IP visualizes network traffic flows by
animation, and provides an overall network view as well as
drill-down functions that help users find more detailed in-
formation. Using VisFlowConnect-IP, users visually train
on normal flow behavior in order to distinguish it from
abnormal flow behavior, focus on abnormal flow behav-
ior signatures, and/or determine the root causes of security
events. We have shown several experiments in which flow
behaviors were quickly inferred using VisFlowConnect-IP.
These preliminary results show that VisFlowConnect-IP is a
promising new tool for providing security situational aware-
ness.

VisFlowConnect-IP is available for download at
http://security.ncsa.uiuc.edu/distribution/VisFlowConnectDownLoad.html.
A sample NetFlow file is currently available for demon-
stration purpose at this time of publication, and we plan to
make more NetFlow files available in future.

Figure 17. Domain View: A Specific Grid Pat-
tern
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