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ABSTRACT
Exchange of private information content among a large num-
ber of users via E-mail List Services is becoming increasingly
common. In this paper we address security requirements in
that setting and develop a new protocol, SELS (a Secure
E-mail List Service) that provides confidentiality, integrity,
and authentication for e-mails exchanged via lists. In addi-
tion, SELS also protects against the use of lists for e-mail
spamming. We have developed a prototype of SELS in Java,
and integrated it with the Eudora e-mail client.

Categories and Subject Descriptors
H.4.3 [Communications Applications]: Electronic Mail;
C.2.0 [General]: Security

Keywords
Electronic mail, Mailing List, Security

1. INTRODUCTION
Electronic mail (or e-mail) has become one of the most

widely used means of daily communication. As more and
more user communities are engaging in collaborative tasks,
use of e-mail list services is also becoming common; i.e., e-
mails exchanged with the help of a list server (examples of
commonly used list server software include LISTSERV [24]
and majordomo [27]). The increasing popularity of e-mail
list services (ELSs) for exchanging both public and private
information content can be gauged from the fact that there
are over 300,000 registered LISTSERV lists while only 20%
of those serve public content [11].

Considerable work has been done in providing various se-
curity solutions that enable secure exchange of e-mail be-
tween two parties; e.g., solutions for message confidentiality,
integrity, and authentication [23, 9, 34, 10, 14]. However,
little or no work has been done towards providing similar
security solutions for ELSs. In this paper we argue that
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on one hand many of the solutions for two-party e-mail ex-
change are not applicable to ELSs and, on the other hand,
solutions that may not be suitable for the former are ap-
plicable to ELSs. We present SELS, a Secure E-mail List
Service, that provides solutions for confidentiality, integrity,
authentication, and anti-spamming for ELSs without using
any additional components and imposing minimal overhead
on existing protocols. We have implemented our scheme in
Java and integrated it with the Eudora e-mail client; thus
illustrating that the solution works with existing e-mail sys-
tems.

The rest of this paper is organized as follows. Section 2
discusses related work and the contributions of this paper.
Section 3 discusses SELS entities and presents the SELS
encryption scheme. Section 4 presents the SELS protocol,
which is analyzed in Sections 5 and 6. Section 7 discusses
implementation and scalability, and Section 8 concludes.

2. RELATED WORK AND CONTRIBUTI-
ONS

Confidentiality. Solutions for confidentiality of e-mails ex-
changed between two parties include PEM [23], PGP [34],
mediated-RSA [9], identity-based encryption [10], and ident-
ity-based mediated-RSA [14]. Extending these solutions to
solve the confidentiality problem of ELSs would not work be-
cause the extensions would all require the sender to encrypt
the e-mail to the list server who would then decrypt and
re-encrypt the e-mail to the list subscribers. This would
provide the list sever with access to e-mail plaintext and,
consequently, the list server would become an attractive at-
tack target and a potential single point of security failure
for access to e-mails exchanged and archived on all mail-
ing lists managed by the server. Cryptographic hardware
solutions where the decryption and re-encryption would be
done in hardware could reduce the vulnerability, but these
solutions are expensive and have been broken in the past
[12]. Instead, we develop a software-based proxy encryption
scheme that enables the list server to transform encrypted
e-mails between senders and receivers without requiring ac-
cess to the plaintext. Proxy encryption functions such as
those developed in [7, 21, 28] enable the transformation of
ciphertext encrypted with one key into ciphertext encrypted
with another key without the transforming agent having any
knowledge of the corresponding private keys. We develop
a new proxy encryption scheme that is suitable for ensur-
ing confidentiality in SELS and, as opposed to these previ-
ous works, generates the proxy key using a distributed key
generation protocol. One could potentially view the confi-



dentiality problem as a key distribution (or key agreement)
problem where the list subscribers would be given (gener-
ate) a symmetric key for encrypting e-mails, and the key
would change whenever users subscribe to or unsubscribe
from the list; i.e., similar to the key distribution problem
for secure group communication. However, neither key dis-
tribution solutions (e.g., the scheme of Wong et al. [33]) nor
key agreement solutions (e.g., the scheme of Kim et al. [22])
apply to the problem at hand because they would both re-
quire the list subscribers to be online and execute operations
for updating the symmetric key whenever users subscribe to
or unsubscribe from the list; a notion that goes against com-
monly accepted ways of e-mail use.

Integrity and authentication. The use of digital signa-
tures (e.g., RSA or DSS signatures) is a commonly accepted
solution for verifying the integrity and authenticity of e-
mails [23, 34]. However, their widespread use is hindered by
the underlying requirement of large-scale certificate distribu-
tion and revocation. Fortunately, this problem can be easily
solved in the ELS setting as entities that manage the lists
(e.g., the list server and the list moderator) can distribute
certificates to list subscribers and validate their status (with
respect to list membership).

Anti-spamming. Spam has become a huge problem and,
consequently, many solutions have been proposed; e.g., so-
lutions based on filters [4], proof of computation [15, 16],
policy enforcement [20], ticket servers [2], and others [13,
17]. These solutions can be applied to both two-party e-mail
exchange and ELSs but high success rates and widespread
use have yet to be demonstrated. In ELSs one could at-
tempt to keep list subscribers’ e-mail addresses private (at
the list server) and use them for filtering spam. However,
users often advertise their e-mail addresses and associations
with organizations (e.g., on their website), which imply cor-
responding list memberships and provide spammers with ac-
cess to the list. In addition, the privacy of list subscriber
e-mail addresses is vulnerable to implementation errors [32].
A solution based on the use of digital signatures [31] that
would not work for two-party e-mail exchange would work
for ELS. It would not work in the former case because as
pointed out in [25], the solution would require large scale
certificate distribution and revocation, and would block the
use of e-mail as a common form of initiating relationships
and exchanging credentials. It would work for ELSs because,
as stated above, the problem of certificate distribution and
revocation is easily solved in the ELS setting. Furthermore,
we show that in ELSs the use of keyed hash-MACs (HMACs)
can also provide a solution; one that is cheaper than using
digital signatures.

Contributions. In this paper we present solutions for con-
fidentiality, integrity, authentication, and anti-spamming for
e-mails exchanged via ELS. Our confidentiality solution is
based on a new proxy encryption scheme and allows archiv-
ing of e-mails in encrypted form. We provide integrity and
authentication with digital signatures, and anti-spamming
with HMACs. A related area that we do not focus on in
this paper is development of certified e-mail protocols that
provide delivery guarantees; e.g., [1, 8].

3. AN INTRODUCTION TO SELS
In this section we discuss the entities involved in the SELS

protocol and present the encryption scheme used by SELS
to achieve confidentiality. We assume that all entities have

access to an e-mail client and an e-mail server through which
they send and receive e-mails.

3.1 SELS Entities
The following entities are involved in the SELS protocol:
• List Moderator (LM). LM is a user (or process) that cre-

ates a list to be maintained at the list server, authenticates
users, and helps them subscribe to and unsubscribe from
the list. To create a list, LM establishes key material with
the list server, and to subscribe a user, it distributes key
material to the joining user. LM signs and distributes cer-
tificates of list members, provides certificate validation with
respect to list membership, and helps recover from compro-
mise of a user or the list server. We assume that LM is an
autonomous entity (in particular, it is not controlled by the
list server).

• List Server (LS). LS creates lists, maintains member-
ship information (e-mail addresses and key material), adds
and removes subscribers based on information received from
LM , and forwards e-mails sent by a valid list subscriber
to all current subscribers of that list. Also, LS optionally
archives e-mails exchanged on the list in encrypted form.

• Users/Subscribers. Users subscribe to lists by sending
join requests to LM , obtaining key material from LM , and
then sending key material to LS to complete the subscrip-
tion process. Users unsubscribe by sending leave requests to
LM , who then requests LS to delete the leaving member’s
information.

3.2 SELS Encryption Scheme
In this section we present the SELS public-key encryption

scheme E , which is based on the discrete log problem like El
Gamal. E specifies an encryption transformation function
that enables LS to transform an e-mail message encrypted
with the sender’s public-key into messages encrypted with
the receivers’ public keys. We first present a notation for El
Gamal and then describe E .

Let Eeg = (Gen, Enc, Dec) be the notation for standard
El Gamal encryption [18]. Gen is the key generating func-
tion. Hence Gen(1k) outputs parameters (g, p, q, a, ga) where
g, p and q are group parameters, (p being k bits), a is the
private key, and y = ga mod p is the public key. The Enc al-
gorithm is the standard El Gamal encryption algorithm and
is defined as e = (mgar mod p, gr mod p), where r is cho-
sen at random from Zq. To denote the action of encrypting
message m with public key y, we write EncPKy (m). Dec
is the standard El Gamal decryption algorithm and requires
dividing mgar (obtained from e) by (gr)a mod p. We assume
all arithmetic to be modulo p unless stated otherwise.

We denote the SELS asymmetric encryption scheme by
E = (IGen, UGen, AEnc, ADec, Γ). Here IGen is a dis-
tributed protocol executed by LM and LS to generate group
parameters g, p and q, private keys KLM and KLS and
public keys PKLM = gKLM and PKLS = gKLS . KLM is
simply a random number in Zq chosen by LM , and KLS

is a random number chosen by LS. UGen is a distributed
protocol executed by user Ui, LM , and LS to generate pri-
vate keys for Ui and LS. UGen(KLM , KLS) outputs pri-
vate keys KUi , K′

Ui
and the public keys PKUi = gKUi ,

PK′
Ui

= g
K′

Ui . K′
Ui

is called user Ui’s corresponding private
key and is held by LS. Furthermore, it is guaranteed that
KUi +K′

Ui
= KLM +KLS mod q. This protocol requires Ui,

LM , and LS to generate random numbers and add/subtract



them from KLM and KLS . AEnc and ADec are identical
to Enc and Dec defined above. ΓK′

Ui
is a transformation

function that uses user Ui’s corresponding private key to
transform messages encrypted with Ui’s public key into mes-
sages encrypted with the list key KLK = KLM + KLS mod
q; though no entity knows the value of KLK . It takes as
input an encrypted message of the form (grKUi M, gr) and

outputs (grKLK M, gr) = (g
rK′

Ui grKUi M, gr). Once UGen
has been executed for users Ui and Uj , then sending a mes-
sage between the users requires user Ui calling AEncPKUi

,
LS calling ΓK′

Ui
followed by ADecK′

Uj
, and user Uj call-

ing ADecKUj
. The encryption scheme E is correct because

ADecKUj
(ADecK′

Uj
(ΓK′

Ui
(AEncPKUi

(m)))) = m.

The encryption scheme E is secure if it retains the same
level of security as the standard El Gamal scheme against
all adversaries A, and if LS cannot distinguish between en-
cryptions of two messages even with access to multiple cor-
responding private keys. The proofs are given in Appendix
A.

Theorem 1 Let E = (IGen, UGen, AEnc, ADec, Γ) be
the SELS encryption scheme. E is CPA (chosen-plaintext
attack) secure against the List Server and any adversary A.

4. SELS PROTOCOL
We now present the SELS protocol. As illustrated in Fig-

ure 1, the protocol specifies steps for creating a list, sub-
scribing users, sending e-mails, and unsubscribing users. We
assume that all entities, namely, the users, LM and LS have
(or can obtain and trust) each other’s public-key certificates
for encryption of user subscription e-mails and for signature
verification of all e-mails (e.g., PGP certificates or those
from an external PKI). LM plays a crucial role here in that
it distributes certificates of list subscribers for signature ver-
ification; i.e., it replies to certificate requests by sending a
signed list of all (or a subset thereof as requested) currently
subscribed list members’ certificates. LM also supports cer-
tificate revocation with respect to list membership by send-
ing a list of certificates belonging to members who have un-
subscribed with monthly subscription updates (a more im-
mediate form of revocation is enforced by the unsubscribe
protocol). LM does not, however, provide validation of the
private keys in the certificates as a Certificate Authority
would — only validation with respect to list membership.
(For large lists LM may be unable to provide certificate
distribution but it would still provide certificate validation
and subscriber would obtain each other’s certificates for sig-
nature verification from an external PKI). We distinguish
SELS keys from external PKI keys by placing a bar on top
of the PGP/external PKI keys. EncPKi

(m) denotes the en-

cryption of message m with public-key PKi, and SigKi
(m)

denotes the message m along with its signature using private
key Ki.

4.1 Creating a List
To create a new list L, LM and LS execute the following

steps:

1. LM begins the execution of IGen and generates pa-
rameters (g, p, q, KLM , gKLM ), and associates the key
pair (KLM , PKLM ) with the list.

2. LM then sends LS a message with the values g, p,
and q, and the new list ID L. Formally, LM −→ LS:
SigKLM

(“Create” List L, g, p, q).

3. LS then completes the execution of IGen by choosing
a new private key KLS , computing public key PKLS

= gKLS and associating the key pair with the list.

Both LM and LS implicitly agree that the sum KLK =
KLM + KLS (mod q) is the list key but neither knows its
value since neither knows the other’s private key. The list is
now ready for subscription.

4.2 Subscribing Users
To subscribe user Ui to list L, Ui, LM and LS execute

the following steps:

1. Ui sends a signed “join” request to LM . Formally,
Ui −→ LM : SigKUi

(“Join” List L).

2. LM authenticates Ui and begins the execution of UGen
by generating a random value r, a temporary key TKUi

= KLM + r mod q for Ui, and a ticket encrypted with
LS’s public-key containing the value r.

3. LM then sends the values g, p, and q, the tempo-
rary key, and the ticket to Ui. Formally, LM −→
Ui: EncPKUi

(SigKLM
(TKUi , Ticket, g, p, q)) where

TKUi = KLM + r mod q and Ticket = EncPKLS

(SigKLM
(L, Ui, r)).

4. On receiving this message from LM , Ui generates a
random value r′ and computes his private key KUi =
TKUi + r′ mod q. Ui also computes a symmetric key
HUi to be the hash (message digest) of r′; i.e., HUi =
h(r′). This key will be used for computing HMACs [6]
of e-mails exchanged between Ui and LS for message
authentication, integrity, and anti-spamming.

5. Ui then sends the value r′ to LS encrypted with PKLS

along with the ticket received from LM . Formally,
Ui −→ LS: EncPKLS

(SigKUi
(“Join” L, r′)), Ticket.

6. LS authenticates the ticket via LM ’s signature, ob-
tains r and r′ from this message, and computes the
corresponding private key K′

Ui
= KLS - r - r′ mod q.

LS also computes key HUi = h(r′).

This completes the execution of UGen. Note that the sum
of keys KUi and K′

Ui
is also KLK (the list key) and that

neither LM nor LS knows the user’s private key KUi . LM
also adds Ui’s certificate to the list of currently subscribed
users and makes this certificate available on request.

4.3 Sending E-mails
To send an e-mail to the list L, sender Ui, LS, and all

receivers Ub (b �= i) execute the following steps:

1. Ui first signs the e-mail m with his private key KUi
1

and then encrypts it with his public key PKUi us-
ing the SELS encryption function2 AEnc (let X =

1To prevent numerous attacks, it is essential that a signature
be applied to a message prior to encrypting it [5].
2In our implementation, we employ a hybrid form of encryp-
tion for greater efficiency where the bulk e-mail content is
encrypted with a symmetric key cipher and the symmetric
key is then encrypted using SELS.



Creating a List:

LM LS
(chooses g, p, q, KLM) (chooses KLS)

SigKLM
(“Create” List L, g, p, q)

Subscribing Users: 

Ui
LM

Ui
LM

Ui LS
EncPKLS (SigKUi

(“Join” L, r’)), Ticket

(computes KUi = TKUi + r’ mod q
and HUi = h(r’) )

(computes K’Ui = KLS - r - r’ mod q
and HUi = h(r’)   )

Legend LM: List Moderator; LS: List Server; Ui: Useri; Ub: Userb

Sending Emails:

Ui
LS

(computes Y = K’Ui
(X))

Ub LS
(Zb = ADecK’Ub

(Y)), hHUb
(Zb)

(computes m = ADecKUb
(Zb))

Unsubscribing Users:

Ui
LM

SigKUi
(“Leave” List L)

LM LS
(deletes K’Ui)

SigKLM(SigKUi
(“Leave” List L))

SigKUi
(“Join” List L)

EncPKUi
(SigKLM(TKUi

, Ticket, g, p, q))
where TKUi = KLM + r mod q and Ticket = EncPKLS(SigKLM(L, Ui, r))

(X = AEncPKUi( SigKUi(m))), hHUi
(X)

b i

Figure 1: The SELS Protocol

AEncPKUi
(SigKUi

(m))). Ui also computes the HMAC

of X using key HUi = hHUi
(X).

2. Ui then sends to LS (1) the encrypted e-mail message,
and (2) HMAC of X. Formally, Ui −→ LS : (X =
AEncPKUi

(SigKUi
(m))), hHUi

(X).

3. LS verifies the HMAC with key HUi and then trans-
forms the message by computing Y = ΓK′

Ui
(X) using

Ui’s corresponding private key K′
Ui

.

4. To forward the e-mail to every user Ub who is sub-
scribed to list L, LS computes and sends to Ub (1) a
decryption of Y with the private key K′

Ub
using al-

gorithm ADec — we call this value Zb, and (2) a
HMAC of Zb using key HUb . Formally, LS −→ Ub:
(Zb = ADecK′

Ub
(Y )), hHUb

(Zb).

5. Receiver Ub verifies the HMAC with key HUb and de-
crypts the e-mail from Zb using his private key KUb

with algorithm ADec. The receiver can then verify
the digital signature on the decrypted e-mail.

LS can also forward e-mails to LM by decrypting them
with KLS ; LM can then read the e-mails by decrypting
with KLM . Similarly, LM can also send a secure e-mail to
the list by encrypting it with PKLM and sending it to LS.

4.4 Unsubscribing Users
To unsubscribe from list L, user Ui, LM , and LS execute

the following steps:

1. Ui sends a signed unsubscribe request to LM . For-
mally, Ui −→ LM : SigKUi

(“Leave” L).

2. LM verifies the signature, co-signs the request, and
sends it to LS. Formally, LM −→ LS: SigKLM

(

SigKUi
(“Leave” L)).

3. LS verifies LM ’s signature and deletes Ui’s e-mail ad-
dress and key K′

Ui
. After unsubscribing, any e-mail

sent to list L will not be forwarded to Ui.

LM can also force an involuntary departure of Ui (e.g., in
case of compromise) by sending a signed message to LS.
Note that the SELS unsubscribe operation does not affect
other subscribers; i.e., it does not suffer from the “1 affects
n” scalability problem typically found in group key manage-
ment protocols [29].

4.5 Providing Access to Archived E-Mails
Existing (insecure) ELSs often provide subscribers access

to archived e-mails. To provide access to archived e-mails in
SELS, LS first archives e-mails in encrypted form. Specif-
ically, e-mails are archived after executing the Γ(X) func-
tion on e-mails received from users; i.e., all archived e-mails
are encrypted with the list key KLK . Second, in order to
give a particular list subscriber access to archived e-mails,
LS decrypts the e-mails with the subscriber’s corresponding
private key and sends it to the subscriber. The subscriber
then decrypts the e-mails with her private key.

In analyzing the information leaked to an adversary that
compromises SELS entities, we note that if current list sub-



scribers are granted access to all archived e-mails since the
inception of the list, then the adversary only has to com-
promise a single list subscriber to get access to all of those
e-mails. Therefore, we limit the adversary’s access by using
key epochs whereby the list key KLK is changed every epoch,
and e-mails are not archived beyond the current epoch. (If
required, non-sensitive e-mails such as those describing the
list’s mission can always be archived in clear-text for the life
of the list.) To change KLK , LM chooses a random number
r and sends it to the list subscribers via LS. On receiv-
ing this message, each subscriber Ui adds r to its private
key KUi (mod q). At the same time, LS chooses a random
value r′ and adds it to all the corresponding keys (mod q).
The new list key is the old value added to r and r′ (mod q).

5. PROTOCOL ANALYSIS
In this section we informally analyze how the SELS proto-

col satisfies our goals of confidentiality, integrity, authentica-
tion, and anti-spamming. Constructing formal correctness
arguments based on a complete and formal protocol speci-
fication is beyond the scope of this paper. In this section
we focus on adversaries that can observe, insert, and mod-
ify e-mail messages and address those that can compromise
SELS entities in Section 6.

The integrity and authentication goals of SELS to ensure
that an adversary is not able to masquerade as a list sub-
scriber or implement undetected modifications are trivially
satisfied via digital signatures. Furthermore, we address the
certificate distribution problem by having the list modera-
tor distribute list member certificates and provide certificate
validation with respect to list membership.

SELS provides confidentiality of e-mail messages against
passive adversaries by the satisfaction of the following two
security properties:

• E-Mail secrecy: it is computationally infeasible for any
passive adversary outside of current list membership
(including the list server) to decrypt e-mails.

• Forward e-mail secrecy: a passive adversary who was
a former list member cannot decrypt e-mails after he
has unsubscribed from the list.

E-Mail secrecy is supported by the SELS encryption scheme,
which ensures that a passive adversary (or the list server)
must be able to break standard El Gamal encryption in or-
der to read e-mails sent with SELS (as stated in Theorem 1).
Forward e-mail secrecy is ensured by the unsubscribe pro-
tocol where LS deletes a user’s corresponding private key
when that user unsubscribes from the list. Consequently
LS does not decrypt and forward any subsequent e-mails for
that user and, therefore, the user cannot read the e-mails.
We do not discuss backward secrecy because such a goal is
contradictory to providing access to archived e-mails.

Anti-spamming is provided by the use of digital signatures
and HMACs. All receivers associate certificates with list
subscribers of a given list alias and reject any e-mail received
from the list whose signature cannot be verified with the
sender’s certificate. However, digital signature verification
can be expensive and HMACs as used in Figure 1 provide
an alternate, inexpensive means of preventing spamming.
Furthermore, by using HMACs LS actively participates in
spam prevention, which it would not be able to do with
digital signatures since the signatures are encrypted when

the e-mail is received by LS for forwarding. With HMACs
LS uses key HUi to cryptographically verify that an e-mail
was sent by user Ui and receiver Ub uses key HUb to verify
that the forwarded e-mail was sent by LS. Using these keys
LS never forwards an e-mail to the list that is not sent by a
valid subscriber and receivers do not accept e-mails that are
not sent by LS; i.e., no user outside of a list can ever send
an e-mail to the list.

6. HANDLING LIST SERVER COMPROM-
ISE

Over a period of time it is possible that the list server gets
compromised. In fact, this possibility was the primary mo-
tivation behind the use of our proxy encryption scheme. In
this section we analyze the harm that an adversary who has
compromised LS can do, and provide recovery mechanisms
that eliminate the adversary’s advantage.

When an adversary compromises LS he gets access to all
corresponding private keys and HMAC keys. Using these
keys the adversary cannot violate the confidentiality, in-
tegrity, and authenticity of e-mails because the correspond-
ing private keys cannot be used to decrypt any e-mails and
all e-mails are signed. The adversary can spam lists using
the HMAC keys but with limited impact since the digital
signature verification will fail. We assume that the com-
promise of LS is eventually detected; e.g., if the adversary
uses LS to spam lists then that would indicate a potentially
compromised LS and Allen [3] provides numerous practical
mechanisms to detect server compromises. We provide an
efficient recovery mechanism in Figure 2, which is executed
by LM and eliminates the adversary’s advantage in knowing
these keys. The recovery mechanism requires LM to send
an e-mail to the (re-instated) LS and an e-mail to the list
subscribers via LS.

It is possible that while the adversary has compromised
LS, he also simultaneously compromises a list subscriber,
say Ui. The adversary now has access to Ui’s keys KUi

and KUi in addition to all corresponding private keys. This
would allow him to compute KLK for the subscriber’s list
and, consequently, the private keys of all list subscribers and
the list moderator. Using these keys the adversary would be
able to send e-mails as Ui but would not be able to violate
the integrity and authenticity of e-mails sent by other sub-
scribers as they would be signed. The adversary would be
able to violate the confidentiality of e-mails in that he would
be able to read e-mails sent in the current epoch; however,
he would be able to do that even if he comprises Ui alone.
Having access to LM ’s private key KLM in combination
with control over LS’s functions would allow the adversary
to add subscribers to the list; however, e-mails from these
subscribers would not be accepted by other subscribers be-
cause their certificates would not be signed by LM . We
assume that this simultaneous compromise is eventually de-
tected and provide a recovery mechanism that eliminates
the advantage of an adversary who compromises LS and
user Ui in Figure 2. The recovery mechanism cannot use
the keys available to the adversary and, therefore, requires
LM to send an email to the (re-instated) LS and individual
e-mails to every (uncompromised) list subscriber. This is
still significantly cheaper than requiring new subscriptions.
We assume that a simultaneous compromise of LS and LM
is unlikely, but if it does happen then users must request



X=AEncPKLM
(SigKLM

(r1, r2)), hHLM(X), EncPKLS
(SigKLM

(r2))
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Figure 2: Recovery Mechanisms

for a new subscription to that list after LM and LS are
re-instated.

7. IMPLEMENTATION AND SCALABILI-
TY

We have developed a prototype of the SELS protocol in
Java and integrated it with the Eudora e-mail client using
Eudora’s command-line interface and filters on the Win-
dows platform. We use the GnuPG toolkit [19] for stan-
dard public-key encryption and signature operations. We
describe the implementation in terms of the following four
components: (1) Eudora Interface, (2) Crypto Utilities, (3)
List Management, and (4) E-mail Processing.

The Eudora Interface and Crypto Utilities components are
common to all entities. The Eudora interface allows the List
Management and E-Mail Processing components to send e-
mail messages via a Eudora client connected to a standard
e-mail server using Eudora’s command-line interface. The
crypto utilities component includes:

•Encryption and decryption routines. In practice it would
be inefficient to use SELS for encrypting e-mails. Instead we
use a hybrid form of encryption/decryption where the e-mail
is encrypted/decrypted with a random symmetric key using
the triple-DES symmetric encryption/decryption algorithm,
and the symmetric key is encrypted/decrypted with 1024 bit
AEnc, ADec, Γ algorithms (using a 160 bit subgroup). The
routines have been developed using the Java BigInteger class
and the Java crypto library.

•base64 encoding/decoding routines. These routines are

required to convert binary data into ASCII text (which can
then be sent across standard e-mails systems) and have been
implemented using the OsterMiller library [30].

•Random number generation. This has been implemented
using the Java secureRandom class.

•SHA-1 HMAC generation and verification. This has been
implemented using the Java Mac class. For e-mails sent by
users to LS, the HMAC is computed over the concatena-
tion of the triple-DES encrypted e-mails and the encrypted
triple-DES key (i.e., encrypted using AEnc). For e-mails
forwarded by LS to receivers, the HMAC is computed over
the concatenation of the triple-DES encrypted e-mails and
the encrypted triple-DES key (i.e., after being decrypted
with ADec but not yet in clear-text).

•Interface to GPG toolkit. Allows encryption, decryption,
signature generation, and signature verification of e-mails
using any entity’s PGP keys.

The List Management component provides functions for
creating lists, subscribing and unsubscribing users, and gen-
erating and managing SELS keys for users and lists. The
component differs for each entity depending on its role in
the SELS protocol. For the list moderator this component
provides routines for (1) generating a key pair KLM and
PKLM , (2) associating it with the list address L, (3) send-
ing a message (via e-mail) to the list server to create list L,
(4) subscribing users by authenticating them and generat-
ing temporary keys and tickets for them, (5) unsubscribing
users by co-signing requests and sending a message to LS,
and (6) replying to user certificate requests by sending a



signed list of all (or a subset thereof as requested) currently
subscribed users’ certificates. For the subscriber this com-
ponent provides routines for (1) sending a “join” message
to LM to join list L, (2) generating and managing a pub-
lic/private key pair based on a temporary key received from
LM , (3) sending a “join” message to LS with the ticket re-
ceived from LM , and (4) sending an “unsubscribe” message
to LM . For the list server this component provides routines
for (1) creating a list L based on the message received from
LM by generating a key pair KLS and PKLS , and associat-
ing it with the list address, (2) subscribing users by verifying
the ticket included in the subscribe request from the users
and generating and managing corresponding private keys
for them, and (3) unsubscribing users by deleting their cor-
responding private keys based on a message received from
LM .

The E-Mail Processing component provides higher-level
routines that use the Crypto Utilities component for en-
crypting, decrypting, signing, and verifying e-mails using
the SELS and GnuPG algorithms. The component accepts
a clear-text e-mail message (created with any text editor)
processes it and sends it to the desired entity via the Eu-
dora interface component. The component differs slightly
for each entity; for the list moderator and subscribers it pro-
vides processing for sending and receiving e-mails, while for
the list server it provides processing for forwarding e-mails
to all list members.

The bulk of the computational overhead of the SELS pro-
tocol is imposed on the list server. In particular, the ex-
pensive operation is decryption of e-mails forwarded to a
list with every list subscriber’s corresponding private key.
We implemented this operation in C using the GNU mul-
tiprecision (gmp) library and measured the time taken for
the operation to be 0.83 ms on a 1.8 GHz dual-processor
Mac G5 desktop machine (p being 1024 bits and q being
160 bits). That means, using hybrid encryption of e-mails
on such a desktop machine a list server would be able to
handle lists with hundreds of members without any notice-
able delays (and potentially support thousands of members
with high-end server machines).

8. CONCLUSION
In this paper we provide solutions for confidentiality, in-

tegrity, authentication, and anti-spamming for e-mails ex-
changed via e-mail list services. We have developed a pro-
totype of SELS in Java and integrated it with the Eudora
e-mail client. In the future we will develop a plug-in for
Eudora and integrate SELS list server key management and
e-mail processing protocols with popular list server software
such as Majordomo [27] and Mailman [26].
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APPENDIX

A. SELS ENCRYPTION SCHEME E
Theorem 1 - Let E = (IGen, UGen, AEnc, ADec, Γ) be

the SELS encryption scheme. E is CPA secure against the
List Server and any Probabilistic Polynomial Time (PPT)
adversary A, if El Gamal is CPA secure against such adver-
saries.

Define,

SuccLS,E
def
=

Pr

⎡
⎢⎢⎣b = b̂

∣∣∣∣∣

(g, p, q, KLM , gKLM , KLS , gKLS ) ← IGen(1k),
(Ku, K′

u) ← UserGen(1k, KLS , KLM ),
b ← {0, 1}, (m0, m1) ← LS(gKu , K′

u),

b̂ ← LS(gKu , K′
u, EncgKu (mb))

⎤
⎥⎥⎦

Then E is CPA (Chosen Plaintext Attack) secure against
LS if |SuccLS,E − 1

2
| is negligible for LS. A similar formula-

tion can be made for other adversaries with slight notational
changes.

Proof: We have two types of adversaries to consider: the
List Server (LS) and users outside the list. (List subscribers
and the List Moderator (LM) receive emails from the sender,
and, therefore, are not adversaries.) We first consider LS
and assume that it can break the SELS encryption scheme
E . Then |SuccLS,E− 1

2
| is non-negligible. Based on LS’s algo-

rithm to break E , we create a probabilistic, polynomial time
(PPT) algorithm B to mount a successful chosen plaintext
attack against the standard El Gamal encryption scheme.
However, our premise is that El Gamal is CPA secure. This
fact will provide the contradiction to our assumption that
LS can mount a successful CPA attack against E .

We note that LS has knowledge of multiple corresponding
private keys. Intuitively, we see that LS cannot decrypt
any e-mails with these keys, and cannot gain any knowledge
of the list key KLK because its view of the corresponding
private keys can be made consistent with any value of KLK .
However, we formally prove that LS cannot break E without
breaking El Gamal. To prove this we use the idea that an
adversary can simulate the role of LM and subscribers since
all that LS receives from them are randomly chosen integers.

An oracle executes IGen and UGen with LS to generate
private and corresponding private keys KLM , KLS , Ku, and
K′

u. The oracle then gives B keys KLM and gKu (where gKu

is the El Gamal challenge public key). B then simulates
the subscribing and unsubscribing of (polynomial many)
users for LS by repeated execution of UGen and sending
of “unsubscribe” messages. LS now chooses two messages
(m0, m1) to challenge the security of our encryption scheme
E . B considers these messages as the challenge to standard
El Gamal and receives the challenge EncgKu (mb) from a
left-right oracle. This EncgKu (mb) = AEncgKu (mb) chal-
lenge is forwarded to LS who has a distinguisher able to
determine b with probability greater than .5 by the assump-
tion that |SuccLS,E − 1

2
| is non-negligible. However, this is a

contradiction to the assumption that El Gamal is CPA se-
cure. Therefore, if El Gamal is CPA secure, our encryption
system E is CPA secure against LS.

We now consider adversaries outside of the list. It is triv-
ial to see that outsiders would have to break El Gamal to
decrypt a message. This is because both messages from the
sender to LS and messages from LS to the receivers are en-
crypted with valid El Gamal keys which are unknown in part
or whole to any outsider. The formal proof is similar to the
previous one. The main difference is that an outsider does
not participate in the protocol at all. In fact, the algorithm
B simply simulates an entire SELS system for the adversary
giving him access to the communications and to all public-
keys. At some point in time the adversary breaks E , and we
can show that B can break El Gamal for the same messages.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


